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In this paper we will discuss the process of automatic test derivation from formal
specification. The process will be illustrated in the TORX algorithm. We will
present an optimization of TORX. The extension of the algorithm with explicit
probabilities leads to improvements in the tests generated with respect to the
chances of finding errors in the implementation.

Intr oduction

Testingplaysanimportantrole in theprocessof de-
tecting the errorsof the systemimplementations.
Today, more and more energy is concentratedin
building up testingsystemswhich canproducebet-
ter resultsin detectinganfaulty implementation.

The approachby which a set of behaviours are
transformedin testscan lead to the hiddenerrors
not beingdetected(themethodis not basedon any
theory).A moreoptimalapproachis to usethefor-
mal specificationandan algorithmfor testderiva-
tion for obtainingtestswhich will beableto detect
moreerrorsasin thepreviousapproach.Thisability
is justified becausethe formal specificationwhich
expressestherequirementsonwhichtheimplemen-
tation shouldwork definealsowhat is an error for
it. Soall behavioursareexpressedin thespecifica-
tion andtheoreticallythe testderivation is capable
to detectall theerrorsof theimplementation.

There are two ways of test derivation: the man-
ual one and the automaticone. The manualpro-
cessof testderivation is time consumingandsub–
optimal.Theautomatictestderivationprocessgains
more and more interests. Thereis much effort in
building uptheoryfoundationandtoolsin thisarea.
Oneexampleis theprojectCote–de–Resyste(CdR)
formedby a consortiumof Dutch researchgroups
from academiaandindustry. Thetool for automatic

test derivation developedby the CdR project was
baptizedTORX (see[5]).

The TORX tool tries to be an opensystemand to
interconnectits systemwith awide rangeof related
tools.With ToRX,severalcasestudieshavealready
beenperformed(seee.g.[2] andTretman’ssarticle
in this XOOTIC MAGAZINE).

TheTORX testgenerationtool is basedon the ioco
theory developedat the University of Twente. In
the heartof the theory is the ioco relation, which
formally expressesthe assumptionsaboutstimula-
tion andobservation during testing. An algorithm
for deriving asoundandcompletetestsuitewith re-
spectto this relationforms thecenterof theTORX
testgenerationtool. This algorithmis incorporated
in suchawaythatit canbeusedbothfor on–the–fly
testing(testgenerationandtestexecutionarecom-
binedin onephase)andbatch–orientedtesting(test
generationandtestexecutionareseparatedphases).

Thisalgorithmis non-deterministicin thesensethat
in every statewherethe systemcando both an in-
put andan outputa choicemustbe madebetween
thesetwo. In practicea randomgeneratorwasused
to resolve this non-determinism,which resultedin
anequaldistribution of chances.

Practicalexperimentsshowedthatin mostcasesthis
equal distribution served very well, but in some
caseswe encounteredan anomaloussituation. A
casestudy, concerningan elevator, indicatedthat
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the derived test suite was not optimal. Analysis
showed that the test suite mostly containedrather
uniform test caseswith respectto the ratio of in-
putsandoutputs. Therebyneglecting a collection
of unbalancedbehaviourswhichwerevery interest-
ing for this particularcasestudy. Thenaturalsolu-
tion to this problemis to extendthe testderivation
algorithmwith explicit probabilities.

This researchon the role of probabilities in test
derivation is also inspired by our experiments,
performed with the SDT tool set from Telel-
ogic (see[4]), on testing the conferenceprotocol
(see[3]). This casestudyalsoshowed that a poor
testsuitemay resultwhensimply selectingat ran-
dombetweeninputsandoutputs.

Thispaperis structuredasfollows. Westartwith an
explanationof theTORX testderivation algorithm.
Thenasectionfollows in whichwediscussthepro-
posedmodification.We summarizeour findingsin
thefinal sectionof thearticle.
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The TORX algorithm

Before explaining the TORX algorithm, we will
presentin moredetailsthe testderivation process.
Thisprocessis representedin Figure1.

In this process,thespecificationis the input of the
test generationalgorithm. The specificationde-
scribestheactionsthat thesystemis allowedto do.
Using it, the algorithm producestest caseswhich
aretakenby thetestersystemandexecutedagainst
the ImplementationUnder Test (IUT). The tester
and the IUT exchangestimuli and responses. If
oneof the executionsleadsto an error the verdict
will beFail. If no error is discoveredtheverdict is
Pass. If the testergivesfeedbackto the testgener-
ationalgorithmwhich will beusedfor building up
the test case,the test derivation is called on–the–

fly (testgenerationandtestexecutionarecombined
in onephase);in any othercaseit is calledbatch–
oriented(testgenerationandtestexecutionaresep-
aratedphases).

tester

specification

verdict

feedback
test
cases

stimuli responses

I U T

algorithm

test generation

Figure1: Automatictestgeneration

TheTORX testgenerationalgorithmis at theheart
of the TORX architecture. The algorithm has a
soundtheoreticalbase,known asthe ioco theory.

In this theorythebehavioursof theimplementation
system(physical, real object) are testedby using
thespecificationsystem(mathematicalmodelof the
system).Thebehavioursof thesesystemsaremod-
elledby labelledtransitionsystems,systemswhich
are formed by: 1) a countable,non-emptyset of
states;2) a countable,non-emptysetof observable
actions;3) thesetof transitions;4) the initial state.
Futhermore,aspecialtypeof transitionsystems,the
input–outputtransitionsystems,areused. In these
systemsthesetof actionscanbepartitionedin aset
of input actions

���
andasetof outputactions

���
.

Example

For a good understandinglet us take the follow-
ing example: the input–outputtransition system
for a simple candy machine(Figure 2). The la-
bel set of this automatonis the union of the set
of inputs

� �����
	���
����
and of the set of outputs��� ����������������� �"!#��$&%(')$*!(�
(for thissystemthesetof

outputsis extendedwith the
�������

outputwhich de-
notestheabsenceof outputs).After pushingthebut-
ton

	+�(
 �
, themachinewill produceliquorice (

��� �"!
)

or nothing(
���,���

). Whenthebutton
	���
 �

is pushed
againthe candymachinewill produceliquorice or
chocolate(

$&%�'-$ !
). If nothing was producedand

thebuttonis pressed,themachinewill provideonly
the chocolate.After the chocolateor the liquorice
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is given, pushingthe button will give no response
(
���,���

output).
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Figure2: Thespecificationof a candymachine.

In ioco theory, suchsystemsasthesystemfrom Fig-
ure2 in whichthesetof outputsis extendedwith the���,���

outputarecalledsuspensionautomaton.

Oneof themainingredientsof theTORX algorithm
is the correctnessrelation. Informally, an imple-
mentationis a correctimplementationwith respect
to the specification. and implementationrelation
ioco/ if for every tracefrom 0 thesetof possible
outputsthe implementationcangenerateafter per-
forming thetraceis specifiedby thespecification.

Thecorrectnessof an implementationwith respect
to a specificationis checkedby executingtestcases
(which specifiesa behaviour of theimplementation
undertest). A testcaseis seenasa finite labelled
transitionsystemwhichcontainstheterminalstates
PassandFail. An intermediatestateof thetestcase
shouldcontaineitheroneinput or a setof outputs.
The set of outputsis extendedwith the output 1
whichmeanstheobservationof a refusal(detection
of theabsenceof actions).

When executinga test caseagainstan implemen-
tation the test casecan give a Passverdict if the
implementationsatisfiesthebehaviour specifiedby
thetestcasesor aFail verdictif theimplementation
doesnot satisfythebehaviour

A testsuiteis a setof testcases.Theconformance
relation usedbetweenan implementation

�
and a

specification. is
� '-$&'�2

. In the ideal case,the im-
plementationshouldpassthe test suite (complete-
ness)if and only if the implementationconforms.
In practice,becausethetestsuitecanbevery large,

completenessis relaxed to the detectionof non–
conformance(soundness).Exhaustivenessof a test
suitemeansthatthetestsuitescanonly assurecon-
formancebut it canalsoreject conformingimple-
mentation.If animplementationpassesa testsuite,
thantheimplementationconformswith thespecifi-
cationwith respectwith the conformancerelation.
Hoever this doesnot meanthat every conforming
implementationpassesthat testsuite. For deriving
teststhe following specificationof an algorithmis
presentedin [1]:

The specificationof the testderivation algorithm
Let 3 be the suspensionautomatonof a specifica-
tion andlet 4 bea setof tracesincludedin theset
of tracesof 3 ; thena testcase



is obtainedby a fi-

nite numberof recursive applicationsof oneof the
following threenondeterministicchoices:

1. terminatethetestcase
t
�

Pass;
2. supplyan input for theimplementation

take aninput 5 suchthatthereexist in 4 a trace
which containstheinput 5 . Remove from 4 all
thetraceswhich doesnot containthe input 5 at
the currentposition and go into the new state
of thespecification(thestatereachedwith the 5
input).
t
� 576 
�8

where

�8

is obtainedby applyingthealgorithm
recursivly to thenew 4 andfor thenew stateof
thespecification.

3. check thenext outputof theimplementation
t = 9 ;Fail

if output : is not producedby thespecifica-
tion andit is presentin a tracefrom ; and ;
containstheemptytrace;

+ 9 ;Pass
if output : is not producedby thespecifica-
tion andit is presentin a tracefrom ; but ;
doesnot containtheemptytrace;

+ 9,6 
�<
if output : is producedby thespecification;=?>

is obtainedby applyingthealgorithmfor-
ward for the new ; (from ; areeliminated
all thetraceswhichdonotcontaintheoutput: ) andfor the new stateof the specification
(thestatereachedwith the : output).

The summation meanschoice. In the imple-
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mentationof thealgorithminitially 4 equalsall the
tracesoff thespecification.

ThealgorithmhasthreeChoices. In every moment
it canchooseto supplyan input 5 from the setof
inputs

�@�
or to observe all theoutputs(

���BA � 1 � )
or to finish. When it finishes,the verdict is Pass,
that is, no error is detected.After supplyingan in-
put, the input becomespartof the testcaseandthe
algorithmis appliedrecursively for building thetest
case.Whenit checkstheoutputs,if thecurrentout-
put is presentin

' ��
�C 3ED , that output will also be-
comepartof thetestcaseandthealgorithmwill be
appliedrecursively. If the output is not presentin' ��
�C 3ED thealgorithmfinishesin almostall thecases
with a Fail verdict (if theemptytraceis considered
anelementof 4 ). If theemptytraceis not in 4 then
theverdictwill bePass.

Thisalgorithmsatisfiesthefollowing properties(for
aproof see[1]):

Theorem 1 1. A test caseobtainedwith this
algorithm is finite and soundwith respectto� '-$&' / .
2. Thesetof all possibletestcasesthat canbe
obtainedwith thealgorithmis exhaustive.

For agoodunderstandingof thealgorithmlet usap-
ply it on the suspensionautomatonfor the candy
machinefrom Figure2.

The implementationof this algorithmin theTORX
architectureusuallygeneratesthetestcaseson–the–
fly. To simplify our explanationbelow we will use
a batchorientedapproach.Theset 4 equalstheset
?F 5 $&G . C candyD .
A possibleexecutionsequenceof thealgorithmon
thisautomatonis:

H First Choice 2 (*select an input*) ( 3 � 3@I ,
4 �J
�F 5 $&G . C 3@I�D ):
K��	���
 � 6 
 I ;H To obtain


 I the algorithm choosesChoice
2( 3 � 3#L , 4 �J
?F 5 $&G . C 3#L
D ):
 I ��	���
 � 6 
 L ;H Now Choice3 is selected(*check theoutput*)
for computing


 L ( 3 � 3#M , 4 �N
�F 5 $&G . C 3#M
D ,O�P 4 ):
 L ����� �"! 6 
 LQI�R $&%�'-$*! 6 
 L�LSRT1U6 Fail;H For
��� �"!

thealgorithmfinishes(Choice1) ( 3 �

3@V , 4 �W
�F 5 $�G . C 3�V&D ):
 LQI �
Pass;H For

$&%�'-$*!
thealgorithmagaincheckstheoutput

(Choice3):
 L�L �X�Y���"! 6 Fail R $&%�'-$*! 6 Fail RT1U6 
*Z I ( 3 � 3\[ ,
4 �W
�F 5 $�G . C 3 [ D , O]P 4 );H If 1 action is produced,it choosesChoice 1
( 3 � 3#[ , 4 �J
?F 5 $&G . C 3#[
D ):
 Z I �

Pass.

Theresultingtestis shown in Figure3. Recallthat
theoutput 1 meanstheobservationof a refusal.We
seethat

	��(
 � 	���
 � ��� �"!
is correctbehaviour. We can

also seethat
	��(
 � 	���
 � $&%�'-$*!\$&%�'-$*!

is incorrectbe-
haviour.

buti

buti

liq u

liq u

Pass Fail

Fail Pass Fail

uchoc

chocu

Figure3: TheTestgeneratedfor thecandymachines.

The optimization of the TORX algo-
rithm

Our optimization of the TORX algorithm intro-
ducesglobalprobabilitieŝ I , ^ L and̂

Z
to thethree

choicesof thealgorithm.To getstarted,we assume
that the probabilitieŝ I , ^ L and ^ Z areglobalsby
whichwe meanthatthey do not dependon thespe-
cific momentof generation.Furthermore,we have:

^_I,R`^aLSR`^ Zb��c
� ^_Ied��f
� ^aLgd��f
� ^ Z d��f

The modified TORX algorithm now readsas fol-
lows:
H ChooseChoice 1 (*terminate the test case*)

with probability ^_I ;H ChooseChoice2 (*supply an input for the im-
plementation*)with probabilitŷaL ; Selectevery
input with thesameprobability;
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H ChooseChoice3 (*checkthenext outputof the
implementation*) with probability ^ Z ;

An importantobservation is thattheextendedalgo-
rithm still producesthe sametest cases.We only
control thechanceof a traceto occur. This means
that it keepsthe propertiesof the old algorithm
(Theorem1): a generatedtest-caseis finite, sound
andtheunionof all testsis exhaustive.

After having extendedthealgorithmwith probabili-
ties,thequestionwhichwill ariseis: whatvaluewe
shouldgive to theseprobabilities?

The answerof this questionis relatedwith the in-
troductoryproblemof ratiobetweeninputsandout-
puts.Givena requiredratio betweentheinputsand
the outputsin a test tracewhat valuesshouldthe
probabilitiesof sendingan input and receiving an
outputhave?

After somecomplicatedcomputations(see[8]) we
arrivedto a formulawhichmaximizestheprobabil-
ity to arriveat theendof onegiventraceasfunction
of the traceratio betweeninputsandoutputs. We
will illustratethecomputationin the following ex-
ample

Example

liqu nullchoc u

null

pass

fail fail

buti liqu choc u

buti liqu choc u

butiliqu nullchoc u

fail fail pass pass

null

   A 

liqu

   A 

choc u

fail

buti

butiliqu nullchoc u

failpass passpass

buti

   A 

buti

MSC

IUT

MSC

IUT

MSC tree

MSC A MSC

IUT

MSC

IUT

null

null

ENV ENV ENV ENV

Figure4: Testsderivedfrom candymachinerepresented
in anHMSC.

Let usconsiderall executiontracesof thetestsgen-
eratedfrom the candymachinewith a length less
than or equal to three. Thesetracesare repre-
sentedin the HMSC (see[3]) from Figure4. We

useHMSC (High level MessageSequenceChart)
to representthe testcasesbecausethis is a conve-
nienttechniquewhich supportsreusingpartsof the
diagram

In theHMSCtheFail traces
�����,���7�Y���"!

,
�������7$&%�'-$*!

,�������]�������h�Y���"!
,
���,���i���,���h$&%�'-$*!\�

are not repre-
sentedbecausein conformancewith our observa-
tion, only choosingto check the outputswill not
leadto interestingtestcases(so for thesake of the
simplicity we excludedthem). Our exampleworks
even if thesetracesare presentin the set of Fail
tracesconsidered.

Thesetof all theFail tracesarerepresentedin Fig-
ure5. In thisfigure,alsotheratiobetweenthenum-
berof inputsin thattraceandthenumberof outputs
is represented.So for examplethe trace

	��(
 � ���,���
��� �j!

hasoneinputandtwo outputssotheratio is IL ;
thesameprocedureis appliedto every tracein the
set.

In this setof Fail tracesthereare two traceswith
a ratio betweeninputsandoutputsof k I , six with a
ratio IL , onewith ratio II andonewith ratio L I . It
is clearthat thenumberof traceswith ratio IL is the
biggestandwewill chooseit to betheratiobetween
inputsandoutputs( lm � IL ). Forcomputingthenew
configurationof theprobabilitieswechoosê I ��f
if thelengthof thetraceis lessthanthreeand̂_I ��c
if thelengthis equalto three.Thenew probabilities
configurationis computedasin thefollowings

^nL � opop�q Isr C�cStTf D � IZvu f
wyx
x
and

^ Zb� Iop q I r C�cStTf D � LZvu f
wyz
{

0:1 0:1 1:2 1:2 1:2 1:2
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fail fail
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but
i

null
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u

fail
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u
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i
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i
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but
i

choc 
u
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u
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choc 
u

but
i
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null

u
liq

1:1 2:1

Figure5: Fail tracesrepresentedin HMSC.

The old configurationof the TORX algorithm ofC ^nL � ^ Z D was
C�f
wy|
��f
wy| D thenew oneis

C�f
wyx
x
��f
wyz
{ D .
For computing the probability of getting a Fail
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whenthe algorithmrunsonetime againstan erro-
neousimplementation(whichhasall theFail traces
from theset)first theprobabilityof every individual
Fail traceshouldbe computed.A graphicalrepre-
sentationfor the computationof the probability of
thetrace

C�	+�(
 � ���,���}��� �"! D is givenin Figure6 for the
old andthenew configurationof

C ^aL � ^ Z D .

p =0.5

p =0.5
3

3

null

fail

liqu
null

liq
u

chocu

chocu

buti

p =0.5
2

The old configuration
(0.5, 0.5)2of (p   ,p  ) is3

There is 1 input

sending null is 1/3
The probability of

2of (p   ,p  ) is3 (0.33, 0.67)

null

fail

liqu
null

liq
u

chocu

chocu

buti

2
p =0.33

3

3

p =0.67

p =0.67

1*(0.33*1)

(0.67*0.33)
1*(0.33*1)*

1*(0.33*1)*
(0.67*0.33)*
(0.67*0.33)

The new  configuration

 

1*(0.5*1)

There is 1 input

sending null is 1/3
The probability of

1*(0.5*1)*
(0.5*0.33)

1*(0.5*1)*
(0.5*0.33)*
(0.5*0.33)

 Pr  (fail, but  null liq   )=0.0014o Pr  (fail, but  null liq   )=0.0018n u

The probability ofThe probability of

i u i

usending liq   is 1/3 usending liq   is 1/3

Figure6: Theprobabilityof generatingandexecuting
thetrace ~�� =?�
� �����U�����*� .

After performingthe trace
	���
 �

, the IUT cansend
threeoutputs

���,���
,
��� �"!

,
$&%�'-$*!

, sotheprobabilityof
sendingone(for example

���,���
) is

f
wyx
x
. In thesame

waytheprobabilityof sending
��� �"!

is also
f
wyx
x

. So,
theprobabilityof generatingandexecutingthetrace	���
 � �������i��� �"!

is
f
wyf
f
c��

for the old configuration
of theprobabilitiesand

f
wyf
f
c
�
for thenew one. In

a similar way theprobabilitiesfor every individual
tracewhichendsin aFail arecomputed.

It is not entirely trivial to seethat optimizing for
eachindividual Fail traceleadsto a bettererrorde-
tectioncapabilityfor thesuiteasa whole. In order
to show that this is the case,we madesomefur-
thercalculationin thecontext of this example.The
generalclaimsaboutbettererrordetectioncapabil-
ity areoutsidethescopeof thepresentpaper.

Theprobability � F#C
Fail, TORX, 1D of gettingaFail

verdictwhentheTORX algorithmrunsonceagainst
the IUT is obtainedby summingthe probabilities
of every individual Fail trace; so for the old con-
figuration this probability is � F��*�Y�UC

Fail, TORX, 1

D ��f
wy|
c
andfor thenew configurationit is � F

l��?�
C

Fail, TORX, 1 D ��f
wyz��
. This simplecaseclearly

demonstratesthat a modificationof the probabili-
ties can lead to a higherchanceof discovering an
erroneousimplementationin the sameamountof
algorithm runs. This is also clear from the graph
in Figure7 in whichtheprobabilityof gettingaFail
( � F\C

Fail, TORX,
� D ) in function of the number

�
of testgeneration–executions is expressed(for the
old andfor thenew probabilitiesconfiguration).

(p ,p  )= (0.5, 0.5)
21

Pr( Fail, TorX, n)

n1 2 3 4

0.2

0.4

0.6

0.8

1
21

(p ,p  )= (0.33, 0.67)

Pr( Fail, TorX, n)=1-(1-Pr(Fail, TorX,1))n

Figure7: Theprobabilityof gettingaFail asfunctionof
thenumberof testgeneration–execution.

Conclusions

In this paperwe gave a shortdescriptionof theau-
tomatictestderivationprocess,aninformaldescrip-
tion of the ioco theory and we proposedto mod-
ify the TORX test derivation algorithm such that
the probabilitiesof the non-deterministicalterna-
tivesaremadeexplicit.

We argued that in somecasesthe generatedtest
suite can be optimized by adaptingthe valuesof
theseprobabilities. Casestudiesgave evidence
thatassuminganequaldistribution of chances,the
TORX algorithm will sometimesyield relatively
few reallyinterestingtestcases.Ourcalculationson
thetoy exampleof thecandymachinealsoshowed
that an appropriatechoiceof the probabilitiesim-
provesthechanceto detecterrorsin theimplemen-
tation.

An importantquestionis, of course,whetherthere
are heuristicswhich help in selectingappropriate
values for the probabilities. In the casestudies
which we performed,clearly the ratio betweenthe
numberof inputsandthenumberof outputsin atest
traceinfluencedthequalityof thetestcases.There-
fore,wederivedin thispapertheoptimalvaluesfor
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the probabilitiesin the algorithmgiven somepref-
eredratio betweenthe numberof inputs and out-
puts.

Theproposedmodificationof theTORX algorithm
has already been implemented. Futher research
couldinvestigatetheimpactof thiswork on theon-
going seriesof casestudiesperformedin the CdR
project.

An important follow-up of the currentresearchis
theextensionof thetestingtheoryfrom [7] in more
wayswith probabilities. In particularthe studyof
theprobabilisticcoverageseemspromising.
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