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Security

Security
is a Matter of T rust
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interview with Rob J. Nauta

Erik Jan Marinissen

“Computer security is a

matter of trust”, says Rob

Nauta. He knows from

experience. As a student

Computer Science at EUT, he

became involved in the world

of hacking, ultimately

resulting in a court case.

Nowadays, Nauta still follows

the developments in the field

of computer security,

although he himself is not

actively involved in hacking.
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2 The user of ‘uuencode’ can specify the file name of the uudecoded file. This can be
risky if in this file name an entire path is allowed. If for example root can write a file
with ‘begin 755 /etc/rc2.d/S88suid’, then this program will automatically be executed
during rebooting. And then the strangest things might happen...

3 You think you know what you are doing, if you issue an ‘ls’ command. However, if the
current directory (‘.’) forms part of your search path, perhaps a completely different
program is executed if you are searching through otherone’s directories. This might be
even a file which deletes your own directories!

4 Many people look for security holes. Over the years, the standard installation has be-
come pretty secure, because most holes have been discovered and closed. However, the
biggest security risks are in the local additions. A small script to start the web server au-
tomatically, small program to add new users; they are quickly written, but are they also
secure? An error might cause that everybody can enter the system through a wide open
door.

5 An ever-remaining risk are the ordinary passwords for users of the system. Before you
know it, one of your 1000 users choses an easy password, and you only notices this
once your systems floats over with strange files. A real personal identification system,
or ‘one-time passwords’ might make a big difference.
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1 Money. In this respect, hackers are not differ-
ent from other people. Here lies the origin of
hacking in the 1960s; trying to manipulate
telephone switches in order to make free tel-
ephone calls.

2 Publicity. For many hackers it is a sport to
get into a secured computer system. Recog-
nition of their achievement is obtained
through publicity. Break-ins into the Dutch
Viditel system and the computers of the
Dutch PTT are well-known examples. The
Dutch hacker’s association HackTic often
collaborated actively with journalists.

3 Challenging technology. It is a fascinating
experience to understand a complex high-
tech system into such depth, that you are able
to do what others cannot.”
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