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In this paper, we introduce an architecture for automated testing of embedded
software, called Embedded TestFrame. Testing is performed at two levels: 1)
test specification based on spreadsheets and 2) test implementation using ma-
ture programming languages. In addition, test implementation is partitioned
over a test computer and the embedded system, to minimize the overhead for
the embedded system. The use of mature programming languages is advanta-
geous, because experience with and tooling for these languages is widespread.
The use of spreadsheets supports an abstract test specification in an early
stage without having the final interface available of the software to be tested.
We have successfully implemented this architecture at Philips Semiconductors,
where Embedded TestFrame has been accepted as the primary solution for all
test activities.

Intr oduction

With the adwent of digital television and set-top
boxes,embeddedystemswhich were convention-
ally performingcontrol only, have becomeso pow-

erful thata multitudeof processindasks,ncluding

applicationsand userinteraction, are carried out.

Recentarchitecturedor high-enddigital audioand
video systemgontain(multiple) 32- or even64-hit

CPUsandDSPsandupto 64 KB RAM. Thecorre-
spondingembeddedoftware shavs a strongcom-

plexity increasadueto augmentedanemorysize.As

aresult, the total developmenttime is increasingly
determinedy the softwaredevelopmentime.

Dueto the compleity andsize of embeddedsoft-
ware togetherwith strong demandson time-to-
market and quality, testingis a crucial point that
shouldbe addressedluring software development.

Traditionally testingis carriedout during the last
phasesf the software developmentlife cycle. As

aconsequencdestingactiities areoftensubjectto

high time pressurewhich eitherresultsin delayed
market introductionor low productquality Fur

thermore,high recall costsfor embeddedsystems
shouldbeavoided.

In thispaperwe proposeanovel architecturdor au-
tomatedtestingof embeddedoftware,namedEm-
beddedTlestFramefeaturingthe possibility to start
testdevelopmentin anearly stage.We adwocatean
incrementabpproacHor testdevelopmenthatcan
alreadybe startedassoonasthefirst requirements
arefixed. Testexecutioncanthentake placeassoon
asthe first componerit is developedandthus pro-
vide earlyfeedbackn caseof errors. Theadwantage
is thatthe effort canbe spreadover alonger better
manageableeriod.

1In this paper we do not have theintentionto distinguishbetweercomponentsmodules etc.,but usethe term‘component’

for ary clearlydefinedpieceof softwarethatcanbetested.
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During software development,t is advisableo re-
executetestsfor completeccomponentsnaregular
basis becauseontet changesnayimpactcompo-
nentsthatwereconsideredo becorrect.Moreover,
re-executionof testsplaysa crucialrole duringsoft-
ware maintenancewhere new releasesshould be
verifiedthoroughly In conclusionmary situations
exist in which it is requiredto repeattestexecution
regularly. In thesesituations,automatedestingis
often costeffective. The benefitof automatedests
is thatthey provide arapidthoughveryreliableand
reproducablestatemenbf the productquality. As
such, repeatedexecution of automatedestsgives
a goodindicationof the productquality over time,
offering valuablemetricsfor projectcontrol. For
theabore-mentionedeasonsautomatedestexecu-
tion hasbeenadoptedasa key featureof Embedded
TestFrame.

Developmenbf anautomatedestsuitemustnotbe
underestimatedecaus¢estsuitesoftenturn outto
be equallylarge or even larger thanthe softwareto
betested.Oneshouldalwaysbe awvareof thetrade-
off betweeneffort and (knowledge about) product
quality; onemay chooseto only automateestsfor
very critical componentsandto do manuatestsfor
theremainingsystemparts.

Characteristics and Requirements

Priorto presentinganarchitecturdor theautomated
testing of embeddedsoftware, the key character
istics of embeddedsoftware are discussedandthe
correspondingequirementgor the architectureare
mentioned.

Relatively high complexity of software

The complity of embeddedsoftware is rapidly
increasing. As mentionedbefore, the size of a
test suite may becomevery large, and sometimes
even exceedsthe size of the software to be tested.
Thus,anarchitecturdor testingembeddedoftware
shouldenableacontrolledandincrementatlevelop-
mentof testsuites.

XOOTIC MAGAZINE

Lar gevariety of embeddedsystems

Embeddedsoftware runs on dedicatedembedded
systemswhich will be referredto astargetsfrom
now on. A large variety of tamgetsexists given the
broadchoicesof processordyoards(real-time)op-
eratingsystemsprogramminganguagesgdevelop-
ment environments, etc. An architecturefor the
automatedestingof embeddedoftware mustdeal
with this large variety

Resouice-constrainedtar gets

Typically, tamgets have constrainedresourceswith
respecto, for example processingponverandmem-
ory size. Although Moore’s law - the periodical
doublingof resourcecapacities alsoappliesto the
embeddedomain.embeddedystemsareoftenstill
not ‘oversized’,dueto small profit magins. An ar
chitecturefor testingembeddedoftware shouldbe
aptto suchsituationsand shouldprovide meansto
keepthemajorpartof atestsuiteoutsidethetamet.

Software interfaces

An exampleof a softwareinterfaceis the Applica-
tion Programmerinterface(API) of thesoftwareto
betestedwhich cantypically be controlledby soft-
ware executingon the taiget. Otherexamplesare
thoseapplicationghatprovide for or absorbdataof
thesoftwareto betested. An architecturdor testing
embeddedsoftware shouldenablethe test suite to
controlthis softwareinterface.

Hardware interfaces

Hardwareinterfacesaretheinterfaceson the physi-
calboundarie®f thetamget, which arecontrolledor
obsenred by theembeddedoftware. Examplesare
serialand parallelports, but alsomanualswitches,
LEDs, anddisplaydevices.An architecturdor test-
ing embeddedsoftware shouldenablethe testsuite
to controlthe hardwareinterfaces.The architecture
shouldnotbelimited to acertainsetof knowvn hard-
wareinterfacesput it shouldbeextensible because
the numberandvariety of theseinterfacesare con-
tinuouslygrowing.



Software reusability and portability testspecificatiorandnavigation,aswell asthe Test-

FrameEngineandthetestreport
Sincethe complity of embeddedsoftwareis in-

creasingrapidly, componentsare no longer devel-

opedfor a singlesystembut areappliedin classes = s

. . specification report
of systemsThereforereusabilityandportability of software
embeddedoftwareis of growing importance Con- L J A2y s
sequentlyit mustbe possibleto develop atestsuite Teé;FriﬁQe
- or atleastalarge partof atestsuite- thatis target ¢

independenandcanbe usedfor a classof systems. $ $
test
navigation

TestFrame Figure1: Architectureof TestFrame.

Method The TestFrameEngineis a batchtool, taking care

We have developeda technique called TestFrame, qf thg test execution. It parsesthe test_specifica—
in orderto dealwith testsuitesof highly complex  tiON i-€., the spreadsheetandcommunicategach

software (not specificallyembeddedsoftware), see actionword to the testnavigation. Thetestnaviga-
[1] and[2]. This techniquemalesa clear distinc- tion controlsandobseresthe softwareto betested.

tion betweertwo phasesthe testspecificationand 1€ TestFrameEnginegenerates: testreportwith

thetestimplementatioror navigation whichwill be & COmpleteexecutiontraceof the testaswell asa
briefly explained. managemensummarybriefly shaving which tests

failed. The separatiorbetweenthe test specifica-

tion andthe testnavigation allows for a structured
Testspecification In this phase spreadsheetsre developmentof test suites. The test specification
usedn whichhigh-level keywordswith parameters, canalreadybe written whenthe first requirements
i.e.,actionwords,arelisted. Theseactionwordsare are known. Test navigation can be developedin
domain-specifi@andrepresenanabstractefinition a later stagewhen the software and hardware in-
of theteststimuli andthe expectedresponsesThe terfacesof the softwareto be testedhave beende-
spreadsheetyebasednthesoftwarerequirements fined. Note thatthedistinctionbetweertestspecifi-
anddo not considettheactualinterfacesof thesoft- cationandnavigationalsoallows for specialization
wareto be tested. The test developerdefinesthe in the projectteam,e.g.,analystswriting testspeci-
actionwordsandconstructghe spreadsheets. fications,and software developersconstructingest

navigation.

Test navigation In this phase,the action words
that have been defined during test specification,
shouldbelinked—ornavigated—tatheactualinter EmbeddedTestFrame
facesof the softwareto betested. Sometimesthis
link is a one-to-onemappingon the interfacefunc-
tionsof thesoftwareto betested However, because
of the allowed abstractionin the testspecification,
thetestnavigationcanbe considerablyarge.

Ar chitecture

Embeddedsoftware is typically executedon a tar
getwith limited resourcesFor this reasonthe Em-
beddedTestFramearchitectureusesa partitioning
for minimizing theoverheadntamget,seeFigure2.
Ar chitecture The architecturedistinguishesa testcomputeri.e.,

the host and a tamget. The hostis usedfor stor
The architectureof TestFrames depictedin Fig- ing large partsof thetestsuite,therebyminimizing
ure 1. Thefigure shaws the separatiorbetweerthe overheadnthetamget.
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As aresult,the testnavigation is split-up over the

host and the target. An explicit communication
meansis requiredto communicatebetweenhost
andtamget. Sincemary communicationprotocols
(RS232, TCP/IR JTAG, etc.) are available and
provenstandard$or unifiedhigh-level communica-
tion arevirtually absentwe developedActivelLink

Thistool offersasmall-sizeccommunicatiormech-
anismfor transparenhost-taget communicatiorat

afunctionallevel.

test test
specification report
software
under test

TestFrame
Engine

test navigation
host target
navigation navigation

i i

communication
protocol

ActiveLink ActiveLink

Figure?2: Architectureof EmbeddedrestFrame.

Navigation

Figure 2 shaws that navigation codecanresideon
the hostaswell ason the tamget. Navigation code
should be developedin mature and proven lan-
guageqC, C++, Java). We explicitly avoidedthe
developmentof a dedicatedscript language,be-
causeknowledge of and experiencewith proven
languagesis better available and tool supportis
mostly mature (integrated development erviron-
ments,sourceevel detuggersetc.).

As discussedefore,codeon the target shouldbe
minimizedandnavigationshouldthereforeasmuch
aspossiblebe implementedon the host. Although
rules of thumb exist how this partitioning should
take place,testdevelopersare free to deviate and
to apply a dedicatedpartitioning scheme.Another
aspecbf the partitioningis thathost-tagetcommu-
nicationclearlyinfluenceghereal-timebehaior of
the softwareto be tested. If this hampergesting,
one should develop navigation code on the tamget
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thatis critical for supportingreal-timeoperation.

Hardware interfaces

We discussedhat the software to be testedcan
have hardware interfaces. Becauseof the variety
of externalinterfaces,we do not strive for alibrary
to control and obsere all theseinterfaces. How-
ever, for mary interfaces,suchasserialand paral-
lel ports,driversareavailable. For otherinterfaces,
suchasmanuakwitchesandLEDs, dedicatedhard-
ware/softvaretoolsshouldbedeveloped.Consider
ing the effort, thesearetypical interfacesfor which
oftenis chosento abandorautomatedesting,and
insteado controltheseinterfacesmanually

If tooling for external interfacesis available, it
shouldbe integratedin the navigation codeon the
host. Also in this case the useof maturelanguages
is beneficialasit easedntegration. For example,
Windows drivers for serial communicationcan be
usedin a straightforvard way.

ActiveLink

Ar chitecture

An importanttool in the EmbeddedlestFramear

chitectureis ActiveLink thatoffersa seamlesgson-
nection betweenhost and tamget, while abstract-
ing from the actualcommunicationprotocol. Ac-

tiveLink offers a Remote ProcedureCall (RPC)
mechanismas well as meansto control remote
memory i.e., to allocatememoryon tamget andto

copy memoryfrom hostto target, andvice versa.

Becausef thelarge variety of tamgets,thearchitec-
ture of ActiveLink focuseson portability, seeFig-

ure 3. Thefigure shawvs two portinginterfaces:the
platforminterfaceandthe protocolinterface

Platform interface This interfaceabstractdrom
platform-specifiadetails,suchasthe processoand
the (real-time) operatingsystem. For eachplat-
form, thesespecificdetails shouldbe madeavail-
ableto ActiveLink, which hasalreadybeenrealized
for Windows 95/NT, pSOS,and Posix. The plat-
forminterfaceenablesisto portActivelLink to other
platformswith relatively little effort.



Protocol interface This interface abstractdrom

the actual communicationprotocol betweenhost
and tamget, and supportsalready communication
over TCP/IR PCI, and RS232. The protocol
interface enablesextending ActiveLink with ary

communicationprotocol as long as reliable bi-

directionaldatatransferis available.

Application Programming Interface
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Figure3: Architectureof ActiveLink.

Wide applicability

ActiveLink hasnot beenspecifically designedfor
EmbeddedestFrameit is ahighly portabletool for
interplatform communicatioron applicationlevel.
Thereforejt enableglevelopmentof distributedap-
plicationsin heterogeneousrvironments. It can
be usedfor other purposesas well, like remote
maintenancend control, and remotediagnostics.
Recently we realizeda tracing tool basedon Ac-
tiveLink to analyzethedynamicbehaior of embed-
dedsoftware.

Implementation and Evaluation

EmbeddedTestFramehas beenimplementedsuc-
cessfullyat Philips Semiconductorsithin the Soft-
ware ServicesGroup (SSG). This departmentde-
velopsreusablecomponentd$or the domainof dig-
ital audio and video systems,suchasdigital tele-
visions, set-topboxes (satellite recevers for digi-

simulationervironment,SSGcurrentlyusesMIPS-
andTriMedia-basedystemswith theoperatingsys-
temspSOSandWIinCE. Also dual processosolu-
tions executingdifferentoperatingsystemsare be-
ing used.

In theinitial phaseEmbeddedestFrameavasused
for the automatedestingof a graphicscomponent
on thesesystems.An existing testapplicationwas
integratedin the EmbeddedlestFramearchitecture
and a set of spreadsheetfor additionaltest cases
was written. ActiveLink was usedfor host-taget
communicatiorio call the API of thegraphicscom-
ponent.Additionally, ActiveLink wasusedfor com-
paringbitmapsof the graphicscomponentvith ref-
erencdilesthatwerestoredonthe PC.

It wasfoundthatthechoicefor high-level languages
C andC++, ledto asteepearningcurwe for thetest
developers,becausef their experiencewith these
languages. The test suite was tamget independent
and was executedon a periodicalbasisto testthe
componenbn thesedifferentsystems.

The successfuimplementatiorof Embeddedrest-
Frameandits easeof usehasresultedin the full
integration of this packagdn the SSGtool set,and
it is currentlybeingusedfor otherprojectsaswell.

Conclusions

Wehave presente@narchitecturdor theautomated
testingof embeddedsoftware. This architecturds
genericand aids to structureddevelopmentof test
suites.Importantrequirementsor this architecture
arethatit shouldcopewith alargevarietyof tamgets
andtheconstrainedesource®f thesetamgets.

The presentearchitectureoffersthe ability to par
tition testsinto threeparts: test specification test
navigation on host, and test navigation on tamet.
This partitioningis highly flexible, becausé needs
no a-priori decisionsaboutwhere to putwhatfunc-
tionality.

A key featureof theEmbeddedestFramearchitec-
ture is that developerscan concentrateon the test
functionality while two tools, i.e., the TestFrame
EngineandActiveLink, supporthepartitioningand

tal video), and DVD players. Besidesa PC-based hidethe platformandinterfacespecificfeatures.
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The successfulintroduction of EmbeddedTest- References
Frameat Philips Semiconductorfiasresultedin a
continueddevelopmentof this architecturen order [1] CMG, TestFame EenPraktisthe Handleid-

to copewith new technologies.It is our intention ing Bij Het Testervaninformatiesystemeren
to expandthe rangeof tamgetsfor usingEmbedded Hagen& StamUitgevers,ISBN 90-76304-67-
TestFramendto increasehe flexibility of this so- X, DenHaag,1999

lution accordingto the needsof our customers. _ _
[2] Hans Buwalda, Maartje Kasdorp, Getting

AutomatedTesting Under Contwol, Software
Testing& Quality Engineering,November/
Decemberd 999
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