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In this position paper we address the topic of Internet control and monitoring of
embedded systems. Rather than jumping into solutions, we wanted to estab-
lish a clear view of the potential advantages of networking embedded systems
and the technical complications that arise. The paper summarises our main
findings, the options and complications that have been identified.

Moti vation e theround-tripdelayof publishingideasandre-
sultson the Internet,which areused,improved
upon, andreportedback, canbe muchsmaller
thanwith classicapaperbasedublishing.This
is achieved by the combinedeffect of e-maill,
FTPR newsgroups,but more than arything else
by theworld-wideweh

e mary developmentsare carried out by several
groups,which arein a kind of global compe-
tition; the bestexampleof this is the competi-
tion for the users attentionin the areaof search
engines(Infoseek, Lycos, Altavista etc.), but
therearemary otherexamples.Thecompetition
modelturnsout to be very effective andstimu-
lating.

e otherdevelopmentsarecarriedoutin akind of
globalcooperatiomodel;the bestexamplesare
probably the GNU software tools and Linux.
Oneof the key mechanismss peerreview and
peertestingof implementations.

By anembeddedystemwe meanasystemnthatcon-

tainselectronicsubsystemsncluding one or more
processorand their software playing an essential
role in the systems functionality Embeddedsoft-

warehasthe particularpropertythatit is mostlyin-

visible to its user in contrastto for exampleoffice-

software. Examplesof embeddedsystemsare a

television set,adrive-by-wiresystemn anairplane,
a shaver, a waferstepperan ultrasoundscanneifor

medicalapplications.

In the areaof embeddedystemst is not yet cus-
tomaryto take the InternetandInternettechnology
asa startingpoint. In this paperwe investigatethe
viewpoint that this will happensooneror later and
thatmary technicaladwvanceswill follow from that.

By Internettechnologywe refer to thosedevelop-
mentsthat specificallyenablethe Internet,includ-
ing its protocolssuchas TCP/IR SLIP, FTR HTTP, Therearetwo assumptionsvhichwe male:
its namingschemesthe DVB-RC standardsvhich | thelaw of Moorewill be continued,

will enablelnternetacces®ver cablenetworks, but
alsothesoftwaresolutionsfor dealingwith security
andplatformindependencsuchasJava. ' o
Thereare several reasonsvhy mary technicaland hendevelopinganembeddedystemit is reason-

scientificdevelopmentsgo fasterwhenthe Internet 2PI€ 10 anticipateon the achieementsof Moore's
is involved: law. Thiswill reduceandeventuallyevensolve the

e the Internet protocols will replace more and
moreproprietaryprotocols.
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processorcapacity and the communicationband-
width problems.But it will putspecialdemand®n
the scalabilityof hardwareandsoftwaresolutions.

Moreover, mary of the signal processingasksthat
presentlystill demanddedicatedelectronics,will

in future be doneby general-purposgsrocessors.
This meansthat the focus will have to be on the
softwareaspect®f the solutions.Most of theinter-

operability and compatibility problemsof the next
generatiorof opensystemswill concentraten the
“middlewarelayer”. It shouldbenotedthatcompat-
ibility problemsanduserinterfaceproblemsarenot
solved by Moore’s law (sometimeghey are wors-
ened).
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Figurel: Penetratiorof the Internetinto embedded
systems.

The secondassumptioralsomeanghatthe growth
of the Internet penetrationwill be sustained not
only for connectingresearclcomputerswork sta-
tionsandpersonaktomputersput alsodevices,ma-
chinesandcomputermperipherals.This will happen
firstin thedomainsof telepholy andset-top boxes,
but later more and more proprietaryprotocolswill
be replaced(or be put on-top-of) Internetprotocol
layers. The latter assumptionis told in a pictorial
way in Figurel.

Our paperis structuredasfollows. We startoff with

problemstatementhatsetsthe goalsfor the restof

the paper Thenwe presenta list of optionsanda
list of complicationsgnvolved. Finally, we summa-
rize our resultsanddiscusgelatedwork.

Problem statement

The problemwe addressds that we wantto have a

clearunderstandingf whetherit will be usefulto

connectvariouskinds of embeddedystemso the

Internet, and if so, whetherthere are still techni-

cal difficulties that could be addressedndperhaps
solvedby meansf scientificreseachThereforewe

madea list of the optionsandal list of thetechnical
difficulties that have to be addressedWe treatthe

following groupsof options:

¢ telemonitoringandcontrol,
e softwaredownload,
e intelligentbehaior.

We treatthefollowing groupsof complications:

e security
¢ featureinteraction,
e reliability andreal-timebehaior.

Options of web-controllable applica-
tions

The main optionsof telemonitoring& control are
on-of control for enegy & emegeng, adjust-
mentof process-contrgbarameterandfinally sta-
tusmonitoring& datacollection.

On-off control for enemgy and ememency
Switchingit onandoff is themostelementaryoper
ationon ary systemput in mary situationst is ad-
vantageou$o doit remotely for exampleif thesys-
temis in ahard-to-reaciplace,or if thesystemisin
afixedplacewhereaghecontrollinguseris mobile.
Somecareis neededecaus¢heembeddegbroces-
sorandits communicatiorshouldnot be switched
off completelysincein that caseit will not even
be possibleary moreto switchit on again(it will
not be listeningto the “on” command).For emer
geny switchingit is also necessaryo ensurethe
reliability of the communicationchannel,whereit
isimportantto notethatthe Internetprotocolsthem-
sehesarenot particularlyunreliable but thetypical

or programmabléultimediaprocessorsasnow alreadythe Philips Tri-Media chip, Matshushita 8.3 BopsMCP, Sharps

DataDriven MediaProcessqmor Mitsubishi’s D30V processor
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sharedchannelsand seners of the public Internet
donotprovide ary real-timeguarantees.

Adjustment of process-contol parameters Any
embeddedsystemis via its sensorsand actuators
connectedvith its environmentsuchthattheircom-
binationperformscertainusefulfunctions. Typical
catgyories of functionsconcerna productionpro-
cess,or a telecommunicatiorservice. Although
there are examplesof embeddedsystemswhich
perform a fixed function for a productionprocess

tweentheserviceprovider andthe device cantrans-
ferthedatanecessarfor theserviceproviderto per

form billing, andhenceto make business.On-line

connectionsvill replaceold, laboroussystemssuch
as manual(billing) datacollection. The needfor

thiswill furtherincreasédecausef thepenetration-
effect of Figurel.

Fleet manayementrefers to the situation that a
service-orientedompary exploitsanumberof sim-
ilar devices,which arehiredby customersandwich
areinstalledatthecustomers premisesin thatcase

with fixed parametersmost productionprocesses it is advantageougo have a surwy of the precise
are very Comp|e( and are parameterized)ecause statusof eachdevice: which software components

of differencesn customeis orders,fluctuationsin
theraw materialsetc. Becausef thereal-timede-
mandsof the processcontrol it is customarythat
theembeddedystenprovidesautonomouseactve
behaior sothatthe control-loopis alocally closed
loop. In thatcasethe remotecontrolactionsshould
not addressthe actuatorsthemseles directly, but
only indirectly via changesn the control process

areor arenotinstalled,whetherthedeviceis in use
or not, whetherit isin errorstate,etc.

Remotediagnostics can save travelling times of
maintenancengineers.n the typical old situation
thereis aservicemanwho hasto travel to seethede-
viceandcomeupwith adiagnosisandthengoback
to office to gettheright sparepartsandthenreturn
to performthe actualrepairwork. Eachtime the

executedby the embeddedsystem. Suchchanges diagnosissanbe doneremotely onetrip is saved.
cantake two forms: eithera completereplacement g5 4-upandrecorerycanleadto costreductionand

of the control algorithm (software download), or
an assignmento certainparametersyhich makes
senseif the algorithmitself is parameterisedr is
table-drizen.

Statusmonitoring and datacollection Theseare
importantin mary applicationsThey stemfrom the
factthatembeddedystemsarenotisolateddevices
but that they are part of a systemwhich delivers
a certainservice. Thereis a tendeng for society
to have more service-industriesiext to the classi-
cal product-orientedndustriesThe following sub-
optionsareimportant:

e billing

e statistics

e quality control

e productiondata

o fleetmanagement

e remotediagnostics

e back-upandrecorery

¢ planningof maintenance

Of thesesub-optionsbilling is perhapshemostim-
portantone. A regular or continuouscontactbe-

savings too: the ideais that back-updatacan be
storedon remotecomputers,at ary reliable com-
puteron the Internetor on the compan’s Intranet.
This meanghatthe embeddedystemitself canbe
smaller(perhapgvenhaving noharddiscatall) and
cheaper

Planning of maintenancemeansthat the device’s
statisticsand production history are usedto pre-
dict theright time for (preventive) maintenanceBy
combiningthesedatawith the productionplanning,
thebesttiming for maintenanceanbefound, mini-

mizing productionlossesandminimizing the prob-
ability of device failure becausef too late mainte-
nance.Actually this is alreadyan exampleof “in-

telligent behaior” (a more detaileddiscussionof
intelligentbehaior is givenbelow).

Software download

Themainoptionsare

e bugfixing
e customisation
e productfamily architecting
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e softwarecomponentnarketing
e sellingnew featuresn software
¢ incrementadelivery of software

Several generaladvantagesapply to eachoption,
viz. platform independencef programs(obtained
by using Javascript, Java, and similar languages),
and platform independencef GUIs (obtainedby
usingHTML, XML, VRML andsimilarlanguages).

Bug fixing Of courseit is much betterto avoid
bugsaltogetherbut in the practiceof software de-
velopmentit turns out that when the software is
large (in the senseof hundredsof thousanddines
of code)thereis alwaysa certainnumberof resid-
ual bugs[6]. Beizercallsit the pesticideparadox:
every methodusedto preventor find bugsleavesa
residueof subtlerbugsagainstwhichthosemethods
areineffectual. Early removal of theabug prevents
theusersfrom developingwork-aroundsr exploit-
ing thebug asafeature(sothatlaterit cannoteven
berepairedatall). Thetypical traditionalsoftware
updatepolicy isto accumulatenumberof bug fixes
and to distribute them via tapesor discstogether
with the next functional upgradingof the system.
Thewholeprocedureof sendingthesephysicalcar
rierscanbereplacedoy automatednstallationpro-
ceduressia theInternet. The software provider can
find outwhich softwareversionis installed,to deter
mine the properupgradesoftware. Upgradingcan
be doneat a suitabletime, e.g. at night, whenthe
embeddedystemis not usedanyhowv—nby usinga
timedautomategrocedurer by aninstallationen-
gineerworking in anothettime zone.

Customisation For products in the consumer
electonics domainthe marketing trendis to allow
the userto adaptthe productto his or her per
sonaltasteandthe users personalvay of working.
Presentlysuchcustomisations doneby fabricating
the productin a variety of colors, having separate
versionsfor differentlanguagestc. Late customi-
sationis adwantageousover production-timecus-
tomisationbecauseét greatly simplifies production
planningandstock-managementhe solutionis to
performasmuchcustomisatiorin softwareaspos-
sible. Typical examplesare concernedwith user
interfacesstyle, languagejnstallationof frequently
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usedsoftware functionsand de-installationof un-
usedfunctions. For set-top boxes the cable ex-
ploitation compary or the contentsprovider want
to have new services,forms, menusand crypto-
graphicalgorithmsdownloaded. Anotherexample
concernshand-heldmobile communicatiordevices
that can be usedfor e-commerceapplications(or-
deringthings). The salescompany wantsto have
a dedicatedorderform to be installedin orderto
make productslook as attractve as possibleand
male the purchasingprocessas easyas possible
(the WAP wirelessapplicationprotocol[7, 8] is a
forerunnerof the latter classof examples: WAP's
WML is alight-weightandtelephoy-awareversion
of HTML but Internetcompatibility is maintained
by WAP gatevayswhich take careof corversions).

In the professionaldomainthereareimportantex-
amplesof machineswhich are installed in hard-
to-reachplacessuch as clean rooms and space-
crafts. New schedulingalgorithms, control algo-
rithms, datacompressioralgorithmsor datafilter-
ing algorithmsshouldbedownloadedon anas-need
basisto fit changesn the systems tasksandits en-
vironment.

Product family architecting This is best ex-
plainedin the descriptionof the ESAPSproject: to
have alarge commercialdiversity with arelatively
smalltechnicaldiversity [4]. Actually this is more
like an ambitiousR&D goal ratherthan a single
techniquebut the inflexibility of large monolithic
software systemded to the questfor modulardo-
main assetshich canbe configuredto fit the mar
ket'sdemandsilt is our claim thatfor mary of these
assetdt will be easierto make them by Internet
technology Moreover they areinherentlyportable.

Software component marketing Traditionally
software was sold as completepackages.But re-
centdevelopmentsshaw at leasttwo differentbusi-
nessmodels: the software componentmarket and
the opensourcemovement. The softwae compo-
nent market is bestillustrated by the VBXs and
later OCXs that canbe usedin developmentervi-

ronmentssuchasVisualBasic. Technicallythecre-
ationandusageof componenttiasbecomepossible
by acomponenframework, viz. ActiveX, basedon



COM and DCOM. The componentrameavork de-
fines the applicability of the component: a given
OCX will fit into Visual Basic, but not in Haslell
or in a Unix shell; morewer asa binaryit will run
on ary memberof the Intel Pentiumfamily of pro-
cessorshut not on ary otherprocessor Thereare
OCXs for almostary software function (for data
mining, for datacompressionfor usingthe ping
protocol, for using the HTTP protocol). In 1997
GartnerGroup estimatedhe market size for com-
ponentdo be$500million in 1996and$7 billion in
2001 (software $2 billion andservices$5 billion),
or ‘only’ $267 million and $1.12 billion, respec-
tively, asestimatedoy IDC (reportedin [9]). This
is alreadya big market andthereforewe expectthat
alargermarlet will arisefor programghathave an
evenwider applicability suchasappletsandbeans
becausedhey are more portable. The opensource
movementoffers software componentswvhich are
attractve because¢hey arefor free,have beentested
by a large community and which are transparent,
hencemoresafe becausehe sourcecodeis known.
Thebusinesanodelis different,however: payment
is to be given for addedservicesand not for the
componens codeitself. Referencesare GNU en
Linux.

Intelligent behavior

One of the key featuresof the Internetis global
availability of information. With hundredsof mil-
lions connecteddevices, asdepictedin Fig. 1, the
amountof available datais enormous. Using this
informationefficiently to increasethe performance
of embeddedystemswill beoneof the mostinter
estingchallengesn thenearfuture. Thetwo options
consideredreusingdataresource®ntheweband
connectingo otherembeddedystems.

Usingdataresourcesontheweb Moreandmore
dataresourcesrebecomingavailableon the Inter
net. Much canbe gainedby usingtheseto improve
the efficiengy of anembeddedystemor to provide
new featuresaswill be clarified by the following
sub-options:

e customeibehaior analysis
e competitorbehaior analysis

environmentaldata
raw materialcosts
traffic predictions
weathempredictions

Thefirst sub-optiontreatedhereis custometbehav-
ior analysis Thisrefersto thesituationthattheem-
beddedsystemusesvariouscustometbehaior data
resourcesyhich enablest to, for example,antici-
patethe usersrequestdo come,probablyresulting
in betterquality of service.Not only the usercould
benefitfrom this sub-option.Connectecembedded
systemscould alsocollectall kinds of information
aboutits usersbehaior andaddthis to the datare-
sourcethusimproving it. Of courseprivagy will be
anissuehere.

An exampleof Embeddedsystemsin the telecom
field couldbenefitfrom competitorbehavioranaly-
sisdata for instanceto avoid heavy traffic connec-
tions.

Using environmentaldata resoucesis potentially
the sub-optionallowing the embeddedsystemto

provide additional features. This meansfeatures,
whichwerenot originally implementedut became
available once the Internet-connectio was estab-
lished.

In caseof anembeddedystem ableto usedifferent
raw materials raw materialcostsdataresouceson
the Internetcould be usedto minimize the costsof
operatioror production.An exampleof thisisacar,
driving onbothLPG andpetrol.

Information from dataresourcesontainingtraffic
predictionscould be very usefulfor embeddedys-
temsdependingon this kind of information. Di-
rectly benefitingfrom thiskind of informationcould
be for instancenavigation systems. A nice exam-
ple of sucha systemis Carin,a carnavigation sys-
tem developedby Philips. Carin usesthe carscur
rentposition,measuredby 3 satellitescurrentspeed
and orientation, using the speedometeand a gy-
roscope,comparesthis with a digitized map and
givesyoudirectionstowardsyour destination.Traf-
fic relateddataresourceson the Internetcould be
usedto avoid traffic jamsandroadsunderconstruc-
tion. More informationaboutCarinis available at
http://www.carin.com. Otherexamplesof this cat-
egory are traffic lights and systemsproviding dy-
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namicroadassignmenandrecommendedpeedn-
dication.

Indirectly benefitingcouldbesystemslependingn
deliveries. Thesedataresourcesould help them
predictthearrival time of thesedeliveries.

Weatherpredictionsareespeciallyusefulto embed-
dedsystemsn weatherdependedields like horti-
culture, greenhousingind mary kinds of industry
For instancein the field of petrochemicalindus-
try distilling columnsareusedto decompose&rude
oil into thousandsof useful fractions. This pro-

cesdis very costly $ 100M/yeay heavily dependent

ontemperatureandhumidity. Thereforeif weather
predictionscould help improving the efficiengy of
this processy only afew percentghiswould mean
millions of dollarscost-reductiorperyear

Connecting to other embeddedsystems Obvi-
ously all embeddedsystemsconnectedo the In-
ternet,are somehw connectedo eachother thus
enablingthe following sub-options:

e warehousing
e just-in-timedelivery
e cashingandsharingof large datasets

Warehousing refersto thesituationthatseveralem-
beddedsystemsn a productionand/orstorageen-
vironmentareinterconnecte@ndexchangingrele-
vant information and using this informationto in-
creasethe overall efficiengy of the facility. The
main systemof sucha facility is anembeddedys-
temkeepingtrack of suppliesn all partsof the pro-
duction process.An exampleof this could be the
automatiorof orderpicking in assemblyplants.

Just-in-timedeliveryis closelyrelatedto warehous-
ing. Productionmachinesor robotscould usein-
formationfrom awarehousingystento adapttheir
throughputto minimize buffer capacities.Another
exampleof thisin thelogisticsareawould be Albert
Heijn, alarge chainof supermargtsin the Nether
lands. They are using supply information, which
enableghemto shift from usingwarehouseto us-
ing trucks, and so optimizing the distribution of
their products.

cashingandsharingof large datasets Severalpro-
ductionlinescanmake useof onelargedatasetThe
obvious advantageof this is consisteng of all rel-
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evant datain usein the productionfacility. This
datasetdoesnot necessarilyhave to be locatedin-
sidethe facility. Global availability is the expres-
sionto rememberallowing productionfacilities or
embeddedsystemsto be geographicallyfar apart
but still ableto work together Also backupfacili-
tiesaremucheasieimplementedisingasingledata
set,with Internet-access.

Complications

Whereasthe previous sectionshavs the potential
benefits,the presentsectionis aboutthe technical
difficultiesthatcertainlywill ariseandthatwill have
to beaddressedndperhapsolvedby meansf sci-
entific research.We treatthe following groupsof
difficulties: security conceptuaintegrity and fea-
ture interaction,real-time constraintsand resource
constraints.

Security

We consideiseveralaspectsasindicatedby thebul-
letsbelow. For asurey of thegeneraproblemsand
solutionsfor Internetsecuritywe referto [5].

e Dataconfidentiality

e Accesscontrolandauthentication

¢ Userfriendlinessof key handling
Keepingpacewith haclersandcraclers
Keepingpacewith trendsand standardisation
SSL,DES,RSA, PGP AES, firewalls, etc.

Respectingnational and international regula-
tions

Data confidentiality actually we should refine
this: thereareattacksof severaldifferentkinds: de-
nial of service gavesdroppingfalseinformationbe-
ing injectedinto the system stealingof passwerds,
creditcardnumbersetc.,falseauthentications.

Thewaysof undertakinganattackincludeguessing
passwerds, forging paclets, replayingpaclets and
installingtrojanhorses.Usually a successfuattack
is organisedas a sequencenf theseways, succe-
sively exploiting a seriesof weaknessem the sys-
tem, eachof which onits own seemsnnocent.For



example(stepl) guessinga passwerd andthusbe-
cominga normaluserhaving read-acces® lots of
systentiles, (step2) readingthe sourcef the CGl
scriptsof the web sener andfiguring out the weak
spotsin there(step3) attackingthe web sener and
gaining executeaccessover modified CGI scripts,
etc.

Marny of the currentissuesin Internetsecurityare
relatedto the protectionof routers. If adwersaries
canmanipulateheroutingtablesthenmary options
for malversationare available (see[5] Section4).
Progresgjoesalongthe way of integrating crypto-
graphictechniguesnto the protocols.For example
the PSF protocol which is usedto calculaterout-
ing pathshad no security whereaghe seconadver
sion OSPFv2supportspasswerds and other cryp-
tographictechniques.For other standardsuchas
I-ISIS (intermediatesystento intermediatesystem)
routingprotocol,anenhancedersionhasbeenpro-
posedput thenthe cryptographicallyprotectedver
sionis notin widespreadise(yet). Thesdssueswill
have to be dealtwith mostlyby backboneperators
androutervendorsratherthanby the end-userand
theterminalembeddedystemsproviders.

Access control and authentication and user
friendliness of key handling Theseaspectsare
closelyrelated.As [5] putit: “in mostsecuritysys-
tems, the single mostimportantcomponenis key
managementlf the adwersaryknows the key(s) in
use, then the innate strengthof the cryptographic
algorithmprotectingthe datajust doesnot matter”.
Manual key distribution is problematicbecauset
leadsto clumsyprocedure®sr to approachesvhere
usersembedthe keys in normal e-mailswhich are

passwords andkeys. So mostof the authorisation
proceduresave to be handledby the remoteuser
andauxiliary seners. Thisis why the SNMP proto-

colis interestingpecausehis is meantfor thistype

of situation. But SNMPv1 usescleartext reusable
passwrdsandtheimprovedversionSNMPv2is not

in widespreadise.

Keeping pace with hackers and crackers the
field of securitycanbe seenasa continuousfight

betweersystemprovidersandsystemmanager®n

one hand and the hacler community on the other
hand. As experiencdearns,this is not a staticbat-
tlefield: asnew protectionmechanismsre devel-

oped,haclersfind nev weaknesseskor example,
the problemsof dial-in modemswhich dominated
security several yearsago, have beenreplacedby

the problemsof attackingweb-serers. New prob-
lems have emepged, suchas the circumwention of

theclassicaimechanismghatprotectedheintellec-
tual propertief musiccompanieandmaovie com-
panies MP3andsoftwareDVD playershave shavn

that protectionsagreedamonga closedconsortium
of equipmentprovidersarenot sufiicient ary more
whenthemonopoliesof playerconstructiorareby-

passedy softwaresolutions.

Keeping pace with trends and standardisation
A very attractive approacho improve securityis to
have asecurity-relatedayercloseto theapplication
software. For example SSL (securesoclet layer)
is an emeging standarddevelopedby Netscapdo
protect application-lgel data such as credit card

vulnerableto earesdropping. Thereare standards numbers.The nice thing aboutSSL is thatit does

suchaslKE (Internetkey exchangeprotocol.Keys
may have beenattributedwith additionaldatasuch
asexpirationdates.If keys areto bedistributedby a
certificationauthority(CA) thenthecommunication
with CA needdo be secureaswell sotheremaybe
chainsof CAsto dealwith thesenestedkey distribu-
tion problems. The embeddedsystemsdevelopers
will have to follow thesetechnologiesut their ap-
plicationis certainlycomplicatedy thefactthatthe
embeddedystemitself oftenis not accessibleand
unlike a normal PC it hasno keyboardfor typing

not put specialdemand®n theroutersor therouter
protocols;it only requiresareliabletransportiayer,

asTCPis (changingheroutersandrouterprotocols
is not in the realmof the embeddedystemdevel-

oper).SSL hidesthekey generatiorandthe negoti-

atingtechniques.The servicesofferedinclude: (1)

authenticatiorof the client andthe sener to each
other (2) encryptionof the traffic over the com-
municationchannel(3) dataintegrity atthe soclet
recordlayer and at the messagdayer, (4) record
freshnesgto avoid replayattacks).
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Respecting national and international regula-
tions this is very much dependenbn the appli-
cation domain. For examplein the medical do-
main,all embeddedoftwaremustsatisfyhigh stan-
dardswith respectto the software quality and the
quality of the software developmentprocess.Usu-
ally this can be guaranteedy the embeddedsys-
temsprovider, who thereforehasto exercisea suf-
ficient level of control over its subcontractorsBut
what happenswhen software download is techni-
cally possible? This is not only a technicalissue,
but alsoalegalissue.

Conceptualintegrity and feature interaction

distribution whereasin a classical embedded
systenmall stateinformationaboutthe systemandits
useris embeddednsidethe systemitself, this state
informationwill now becomedistributed over dif-
ferentcomputersvhichareatdistinctlocations.We
have to consideratleasttheembeddedystemitself
and one or more remoteusers,but in the general
casetherearealsoserviceproviderssuchasa cen-
tral databasef fleet-managememtataandsuchas
a back-upfacility. The problemsof distributedsys-
temsarewell-knovn: becausef the unpredictable
transfertime for datatransferfrom onecomputerto
anotherthereis no conceptof “the stateof the sys-
tem”, andthereis not evenanotion of globaltime.
If onepieceof informationis duplicatedthe prob-
lem is thatit will have onevaluein one computer
andat the sametime anothervalueat anothercom-
puter Avoiding this is what we meanby concep-
tual integrity. The problemcanbe addressetly the
solutionsknown from the areaof databasestock-
ing andtransactiormanagementlf noinformation
is duplicatedat all, the problemof conceptualn-
tegrity disappearsut informationmustberetrieved
from remotesiteswhich leadsto unacceptabl@e-
lays.

sereral accesdevelsfor users securityandsafety
demandhataccesso thesystenberestrictedo au-
thorisedusersonly, but thereis not just oneclass
of authorisedusersbut several classes. We dis-
tinguishthe normal uses andthe opeiations-and-
maintenancaises. For comple and professional
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systemsachof theseclassedassereralsubclasses.
For examplein a PBX (private branchexchange)
a normal user correspondgo a single telephone
extension;thereare subclassesuchas extensions
which areallowed to make compang-internal calls
only, extensionswhich are allowed to make local
calls and similarly nationalcalls andinternational
calls.

It is expectedhatmary of theoperationsandmain-
tenancetaskscanbe solved by using SNMP (sim-

ple network managemenprotocol). This is one of

the Internetprotocols. It is intendedfor managing
the network aspectsbut it canbe usedfor otheras-
pectsof a systemaswell. The SNMP conceptsn-

cludemanayed devicessuchascomputersrouters,
etc.,agentswhich collectmanagemerinformation
suchasnumberof paclets receved, and manajed

objects usually describedby tables. Version2 of

SNMPincludesanauthenticatiomprotocolto check
amessagea'integrity, makingsurethatthe sendes

identity is correctanda DES-base@ncryptionpro-

tocol to ensurea message' privagy. Specificnet-

work componentproviders have addedadditional
mechanismsfor example Cisco usesaccesdlists

to prevent SNMP messagefrom traversingcertain
routerinterfaces.

Although SNMP andits conceptsarereusablethe
definition of accesdevels will contrikute signifi-
cantly to the overall compl«ity of the embedded
systems designandits userinterface.

many new possibilitiesand options if moreand
more services,usercontrols,remotecontrols,and
intelligentbehaiors areaddedto a given systemit

is unavoidablethataproblemappearsvhichis well-

known in theworld of telepholy whereit is named
‘featureinteraction’.

multiple simultaneoususers this refersto two
relatedproblems.Thefirst problemis thatthe phys-
ical hardwareandthethelocal datastructuref the
embeddedystems controlneedprotectionagainst
simultaneousaccessand againstinconsistentuse
by multiple users. The situationof multiple users
can arise becausehereis one local user (for ex-
ampleusingbuttonson the machineitself) andone
or moreremoteusers,or becauseherearetwo or



moreremoteusers.Pleasaotethatit is notenough
to serialiseindividual requests:for most applica-
tionsthereis a conceptof “session’suchthateach
sessionis devoted to one useror a given set of
users. While the sessionis ongoing, certaincom-
mandsarerestrictedo the sessiorparticipantsonly,
while other commandssuch as status-information
requestsare still available for all users. The pro-
tocolsmaybecomequite non-trivial if timeoutsare
allowed as a way of endingsessionor changina
sessiors state.

Thesecondoroblemis thata changdn thesystens
statemustbe reflectedon the remoteusers display
not only for the userwho hasinitiated the change
(which canbedoneasa straightforvard application
of the HTTP protocol),but alsofor the otherusers
that are monitoring the system. One of the prob-
lemsis thatthe HTTP protocolis memorylessso
oncetheHTTP transactior{whichis of therequest-
respondype)is over, the sener doesnot have that
client's dataary more. Moreover usersmay have
left the monitoringpageby surfingto anothemweb-
pageor by logging off without notifying the em-
beddedsener. The sameproblemappearsalready
for a single userwhen the datachangeis a spon-
taneouschange,that is, a changeinducedby the
physicalsystenor by atime-outin thesener’s soft-
ware. StandardHTTP is notintendedfor this. The
so-calledSener Pushtechnologycansolwe this by
keepingthe connectioropenandby insertinga spe-
cial trailing boundaryto indicatethata pageupdate
is arriving. But at presensomeimportantbrovsers
do not supportSener Push.Anothersolutioncould
beto usespecialpacletssuchaschatbox pacletsto
inform the otherusersof the factthata changehas
taken place. But this may give additionalproblems
suchas the fact that most often firewalls may be
configuredo blockthechatbox messagewhile the
HTTP requestsvould gothrough.Yetanothereasy
‘solution’ is to build automaticrefreshtimersinto
the web pages.Essentiallythis amountgto polling
the embeddedsener, generatingunnecessaryraf-
fic andpossiblystill leaving theremoteuserswith a
certainlateny (dependingnthetimer’s value). In
summarybettersolutionsareneeded.

Real-time constraints

We discusstwo issues yiz. speed/predictabiljt of
high-level languagesndrobustnessandlocality of
controlloops.

speedand predictability of high-level languages
The adwantagesof high-level languagesare well-

known:  higher programmer productvity and
instruction-setindependencgmodulo recompila-
tion). Moreover certainlanguagesave a built-in

garbagecollector which is a goodsolutionfor two

well-known problems:

1. avoiding run-time errorsbecausef attempting
to dereference nil pointerwhen traversinga
dynamicdatastructure;

2. avoiding a steadyincreasef allocatedmemory
becauseunusedpartsof the datastructureare
notfreed. Thisis calledmemory-leakge.

It is easyto solwe just oneof the problems:for in-

stance,never performinga ‘free’ reducesthe risk

of run-time errorsbut it may createthe memory-
leakageproblem. Careful programminggenerally
leadsto good solutions,but sometimesat the ex-

penseof explicit bookkeepingof thedata. The Java
approach(following a tradition of LISP and other
functionallanguages}akes a certainburdenaway
the programmer It workswith a run-timeprogram
calledan automaticgarbage collector which finds
out which dataare unusedand then collectsthese
and defragmentdhe memory The generaldisad-
vantage®f high-level languagesre:

1. compilerstend to generatelarger and slower
programghanassembly-leel or certainC-level
programs.In generalthe effectis notimportant
ary more, althoughin specificcasesa directed
manualeffort still couldoutperformacompiler;

2. the executionof a high-level programis harder
to predictwith respecto memoryusageandex-
ecutiontime. The main problemis with data
memory(not programmemory).To preventun-
boundedmemory usagesome care is needed
whenusingrecursion.The garbagecollectoris
unpredictabldecauseat somepointin time the
systemhappenso runoutof memoryandthena
garbagecollectionof several secondsperhaps,
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beginsduringwhich the programis suspended.

It is alsointerestingto notethe effect of usingan
interpreteiinsteadof afull compiler(or amixedap-
proachwith preprocessindpy the compiler which
producesso-calledbyte code). The byte codetends
to be more compactthanmachinecodebut it runs
slower. An adwantageis that the byte codestill is
instruction-setndependentTheinterpreterof Java
is calledJava Virtual Machine. For Java a rangeof

variantshasbeendeveloped(see[10]): Java, Per

sonal Java, Embedded]ara and JaraCard, whose
applicationgangefrom Enterprisesenersvia tradi-
tional embeddedystemgo evensmartcards.One
of the techniqguesusedwith Embeddedlava is to

analysethe applicationandto strip the standardi-

braries,only keepingthe codefor the functionsre-
ally needed.

robustnessand locality of control loops In gen-
eral the ervironment of an embeddedsystemex-
pectstimely responsesAs wasalwaysthe casethe
operatingsystemor real-timekernel mustbe able
to sene interruptstimely andthe context switches
betweemnparalleltasksmustbe fastenoughwith re-
spectto the maximal allowed responsdatengy. A
wide variety of schedulingandanalysistechniques
is availablefor allocatingthe processatime, such
asthe popularRateMonotonic Analysis. But now
the Internetconnectionrmustbe taken into account
too. It mustgeta priority suchthatFTR, HTTP re-
questsetc. aredealtwith properly but never at the
expenseof theresponsienesgowardsthelocal en-
vironment. The control programbestrunslocally
andnotin theremoteclient sincethereareno guar
anteesaboutthe responsdime of the Internetcon-
nection. A hybrid solutioncouldbeto have certain
partsof the control programrunningon the client,
but to continuouslymeasurethe round-trip delay
(just as the PING protocol does)and switch to a
safesituationwhenthe round-trip delay exceedsa
certainthreshold.

Resource constraints

Unlike the desktop PC one of the major is-
suesregardingembeddedystemss resourcecon-
straints. Obviously making an embeddedsystem

XOOTIC MAGAZINE

web-controllablewill demandextraresourcesTwo
complicationswill betreatedyiz. sizeandcostsof
processor(sand memory and the problemof the
lastmeter(communicatiorbandwidth).

Sizeand costsof processor(sand memory  For-
merly the core of embeddedystemsusually con-
sistedof dedicatedhardware, thereforeaddingIn-
ternetcapabilitiesasled for addingextra hardware
and/orsoftwarethusbringing on problemswith in-
terfacingandhigherenegy consumption.The lat-
ter is a very important complication considering
portableembeddedystems. Nowadaysthereis a
trend towards using multi-purposehardware, thus
usingsoftwareto providethedesiredbehaior. Usu-
ally interfacingwith suchasystemis relatively easy
andminimaladditionalhardwareis neededbut usu-
ally thereis a higherdemandon processingpower
andmemory[11]. We believe it to be reasonable
to anticipateon the achisvementsof Moore's law
to solve the latter On the other handthe Inter-
net connectioncould help solving theseproblems,
for exampleby storinglarge datafiles or doingre-
moteprocessingn somealsoconnectedcomputer
with more processingoower and storagecapacity
Of coursereal-time behaior will be much more
difficult to guaranteg¢hen. Especiallyfor backup-
files andlog-files, which typically tendto be very
large, this remotestorageoption could bevery use-
ful. Bufferingthesedataandonly sendinghemdur
ing timesof a surplusof processingower allows a
trade-ofbetweenbuffer capacityandreal-timede-

lay.

The problem of the last meter (communication

bandwidth) This problemrefersto the problem
of how to realizethe physicalconnectionbetween
the embeddedsystemand the Internet. We malke
the following obseration. If corventionaldevices
areto be attachedo the Internet,additionalcables
arenot acceptable Therefore the Internetconnec-
tion hasto beestablishedby alreadyexisting cables
(readpower supplycable)or by wirelessnetworks.



What hasbeenachieved

In generalthereis little doubt that the evolution
from traditionalembeddedystemgo opensystems
whosearchitecturds completelyweb-orientechas
begun. Thisview is notonly supportedy theexten-
sivelist of optionsandpotentialbenefitsput alsoby
theappearancef variousdemonstratorandprod-
ucts(usuallystill with very restrictedweb-access).

In this article, we have provided an enormoudist
of potentialbenefitsmary of which leadto savings
in enegy, savingsin travelling costs,andreduction
of productionloss. Otherscanbe summarisedas
improvementsof the quality of the servicein which
the device playsa role. The addedwaysin wich
theusersandtheserviceprovider cancommunicate
with the device are consistentith the tendeng to
have more service-industriesext to the classical
product-orientedndustries. In other words: im-
proved feedbackwill leadto animproved service
level aswell to softwareimprovementdor the next
softwareversion(by rapidapplicationdevelopment,
or aspiralsoftwaredevelopmentmodel). Moreover
softwaredovnloadmakesit possibleto usenew re-
sults coming available in the applicationdomain;
they canbeturnedinto new softwarewhich canbe
downloadedto upgradean existing system. New
insightsin the applicationdomaincan be usedto
upgradeanexistingembeddedystem).

Whenthe designis approachedvell, the develop-
ment of embeddedsystemscan becomecheaper
Thedeveloperscanbenefitfrom the ongoingdevel-
opmentsin Internettechnology In addition, more
benefitswill follow accordingto the factthattech-
nicalandscientificdevelopmentgyo fastemwhenthe
Internetis involved,asexplainedin SectionMotiva-
tion.

Butthepotentialadvantagesannotbefully realised
unlesscertainkey roadblockshave beenremorved.
This hasbeendiscussedh a systematiavay in Sec-
tion Complications We found that we needbetter
solutionsfor the following issues:security feature
interactionand conceptualntegrity, real-timecon-
straints resourceconstraints.

As a concludingremark,we think thatthe Internet

will have alargeimpactonthetheway development

andevolution of software architecturegor embed-
dedbsystemdasto bedone.If we exaggeratdéhen

we could statethatthe designof anembeddedys-
tem canbe approache@sthe designof a web-site

insteadof aa microprocessobasedcontrolloop.
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